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\What are plans for offering commercial SD-WAN
servicer

Commercial SD-WAN Service Plans

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Already implemented commercial SD-WAN solution 47%

Now building commercial SD-WAN solution

27% 94% plan to
implement by

Plan to implement commercial SD-WAN solution by 2021 if they have
end of 2020

not already
Plan to implement commercial SD-WAN solution by -
end of 2021

We plan to implement a commercial SD-WAN - 6%
solution but have yet defined the timeline °

[ AV)
READING
Heavy Reading, SD-WAN Services Strategies, November 2019. Based on survey responses from 125 service provider professionals based in every region of the world.
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What are the biggest threats to your SD-WAN strategy?

Theeat | Rk _

Complexity of managing a multi-vendor ecosystem 1
Complexity of managing a multi-cloud SD-WAN deployment 2
The SD-WAN entry point shifts from connectivity to enterprise 3
applications, enabling vendors to sell direct

SD-WAN vendors selling direct to enterprises 4
Economics of a multi-vendor SD-WAN offering 5
Limited enterprise demand for managed SD-WAN services 6

[ AV)
READING
Heavy Reading, SD-WAN Services Strategies, November 2019. Based on survey responses from 125 service provider professionals based in every region of the world.
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How important are the following areas of SD-WAN-
related standards?

SD-WAN-Related Standards Activities

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Application Security for SD-WAN 42 11 4 W
Automating Multiple SD-WAN Implementations

Enabling SD-WAN service subscribers to set intent-related
performance and security objectives and have that translated
into granular technical policies at the network level

Normalizing the terminology and language of SD-WAN to
enable uniform best practice orchestration solutions to be
built in the Service Orchestration layer

m Critical mImportant mSomewhat Important m Not Important Unsure

[ \TA
READING
Heavy Reading, SD-WAN Services Strategies, November 2019. Based on survey responses from 125 service provider professionals based in every region of the world.
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MEF 3.0 SD-WAN Strategy

« Accelerate market growth & innovation through standardization &
certification of services, technologies, professionals.

« Combine standardized overlay SD-WAN services + dynamic underlay

connectivity services to create powerful MEF 3.0 hybrid networking
solutions orchestrated by LSO APIs.

« Deliver unprecedented user- and application-directed control over
network resources and service capabilities.

70



Overlay & Underlay MEF 3.0 Services Orchestrated by LS50

APls

m 530 OVERLAY SERVICES
=J. Application-centric, Policy-driven, Assured
CLOUD ( ,
Distributed & Q :
low-latency
SD-WAN SD-WAN

Certified

MEF 3.0 Carrier MEF 3.0 IP MEF 3.0 Optical
Ethernet Transport
m L UNDERLAY CONNECTIVITY SERVICES
Py Assured, Dynamic, High-Speed




Expected markRet impact of the MEF SD-WAN standard

Simplifies buying, selling,

assessing, and delivering
SD-WAN services,
accelerating market
growth.

Interfaces policy with
intelligent underlay
connectivity services,
improving application
experience with

guaranteed resiliency.

Facilitates SD-WAN
service orchestration
using MEF LSO
architecture across

automated networks.

certified MEF 3.0
SD-WAN services,
enhancing market
confidence, driving

market growth.
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The MEF 3.0 SD-WAN Services standard is supported by >30
service provider & technology supplier & testing companies.
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MEF SD-WAN Service Standard (MEF 70)

- MEF's SD-WAN Service Attributes and Services (MEF 70) standard describes requirements
for an application-aware, over-the-top WAN connectivity service that uses policies to
determine how application flows are directed over multiple underlay networRs irrespective
of the underlay technologies or service providers who deliver them.

-« MEF 70, among other things, defines:

— Service attributes that describe the externally visible behavior of an SD-WAN service as
experienced by the subscriber.

— Traffic handling rules.

— Key technical concepts and definitions like an SD-WAN UNI, the SD-WAN Edge, SD-
WAN Tunnel Virtual Connections, SD-WAN Virtual Connection End PPoints, and Underlay
Connectivity Services.

N


https://click.icptrack.com/icp/relay.php?r=19708025&msgid=152964&act=3H00&c=1448934&destination=https:/www.mef.net/resources/technical-specifications/download?id%253D122%2526fileid%253Dfile1

MEF 70 Detalls




MEF 70 SD-WAN Service Characteristics

« The Subscriber connects to the Service at an SD-WAN UNI

« The SD-WAN Service provides a layer 3, IP routed network
— The basic unit of transport at the SD-WAN UNI is an IP Packet

« Ingress IP Packets at UNI are segregated into Application Flows classified on Layer 2-7 info
« The SD-WAN Service supports policy-based traffic management

« The SD-WAN Service utilizes one or more Underlay Connectivity Services

- SWVC topologies are defined by Policies and IP forwarding constraints

« SD-WAN Services offer encryption between SD-WAN Edges

« Service quality objectives are based on the Policy applied to each Application Flow

Source: MEF 70 — Section 5.2 « ﬁ““
o e



MEF 70 SD-WAN Service Characteristics (Continued)

 Application Flows can be blocked/discarded at an SWVC End Point by Policy

« Each Application Flow can, by Policy, be subject to a bandwidth commitment and limit
— Members of an Application Flow Group share a single bandwidth commitment and limit.

- Managed SD-WAN Services typically provide a Subscriber web portal or API

— with a dashboard of network health and performance and application information.

« In a co-managed SD-WAN Service a portal or APl can enable the Subscriber to modify
aspects of the SD-WAN service

— such as defining Application Flows and creating/modifying Application Flow Policies, etc.

« SD-WAN Services align with MEF LSO principles including Service Orchestration

Source: MEF 70 — Section 5.2 « ﬁ““
o e



Components of MEF SD-WAN Service

SD-WAN Service
Provider NetworR

UCS UNI

SD-WAN UNI

SD-WAN Virtual

Subscriber 2 Connection
NetworR Site S (SWVCQ)
A 5
SD-WAN Edge—

Internet )

=3

SD-WAN User to NetworR Interface (UNI)

Demarcation between Service Provider and Subscriber responsibility

SD-WAN Virtual Connection (SWVC)

Logical multipoint connection between the SD-WAN UNIs that corresponds
to the SD-WAN Service

SD-WAN Virtual Connection End-Point (SWVC EP)

Logical point where application flow policies are assigned and applied

SD-WAN Edge
Connects SD-WAN UNI to UCSs, maps packets to application flows,
enforces policies, and selects TVC over which to forward each flow

Underlay Connectivity Service (UCS)

Any WAN service used by the SD-WAN, e.g.,, MEF Ethernet Services (MEF
6.2), MEF IP Services (MEF 61.1), MPLS VPNs and Internet Access, and MEF
Optical Transport Services (MEF 63)

Tunnel Virtual Connection (TVC)
[Point-to-point paths across UCSs that compose an SD-WAN Service

Internet BreakRout
Application Flows forwarded from an SD-WAN UNI directly to the Internet
rather than delivered to another SD-WAN UNI.

MEF



SD-WAN Application Flow & Policy Function

Incoming
IP PKT UCS 1
= - Policy Applied TVC :
= C/I\ppl_lfgatltc?n to Application =g Forwarding &8
— SSSHICaRon Flows Decision 5
- UCS 2
UNI
SD-WAN
Edge
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SD-WAN Application Flow & Policy Function

Example Classification Criteria:
* Ethertype/VLAN

Src/Dst [P Address

L4 Protocol

Src/Dst Port

Custom match

Incoming
IP PKT UCS 1
= - Policy Applied TvC |
= CAppI_lfc_atlc?n to Application Forwarding S
% lassification Flows Decision 5 e

£ <2
| Tve2
L Tve3
<
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SD-WAN Application Flow & Policy Function

Each Policy includes:
1. ENCRYPTION (Yes, Either)

2. PUBLIC-PRIVATE (Private-only, Either)

3. INTERNET-BREAKOUT (Yes, No)

4. BILLING-METHOQOD (Flat-Rate-only, Either)
5

6

o/

. BACKUP (Yes, No)
. BANDWIDTH (Committed and Max Rate)

. Custom policy criteria

Incoming
IP PKT Uee
% S [Policy Applied TVC
= C/IprI_lfc_aUc_)n to Application Forwarding
% SSSHICation Flows Decision ees

T ... T .. 2
Q=D =D
[ TvC2 ,| GUED
SI?E-(\j/gI/e\N E=ED | cis2 | GNED
meet the
\!/ policy g/
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SD-WAN Application Flow & Policy Function

Incoming
IP PKT

SD-WAN
Edge

Application
Classification

Determine which
TVCs have a route
to the intended
destination.

[Policy Applied TVC :
to Application Forwarding
Flows Decision :

TVCs162
meet the

policy

>

TVCs264
have a route

UCS1

UCS 2

MEF



SD-WAN Service Use Cases




SD-WAN Service Use Case

L

Hybrid WAN: SD-WAN Service over Internet and MPPLS UCSs

-t

[

Self-service

Web Portal ] <+— Allegro —»[ Service Orchestrator ]

SD-WAN Service
Provider Network

/)

® <— (Cantata —>[ Business Applications ]

t

Legato

\

)

Presto

\

[ SD-WAN Controller ]

)

Adagio
7

R
Adagio

Encrypted SD-WAN TVCs over the
Internet UCS

Can often increase site-to-site
bandwidth at no additional cost

Increased network availability and
resiliency

Internet and MPLS VPN UCS can be
provided by different service providers

N



SD-WAN Service Use Case 9
Dual Internet UCSs: SD-WAN Service over Multiple ISPPs

® <+— (antata —>[ Business Applications ]
. t
>m - st « Encrypted SD-WAN TVCs over
[ posence ] [ . ] each Internet UCS from each ISP
eb Forta < Allegro —> Service Orchestrator
e « Using multiple ISPs achieves
: provider diversity
. [ SD-WAN Controller ]
SD-WAN Service ‘
Provider Network 1 X . ope
adagio adagio  Increased network availability

and resiliency

 |SPs may not be the SD-WAN
Service Provider

N



Next Steps &
Related [Projects




SD-WAN Service investment for accelerated growth.

MEF w70.1 (Phase 2 of MEF 70)

Additional service attributes related to application
business importance and prioritization

Underlay Connectivity Service parameters required
to deploy an SD-WAN Service

MEF w88 - Application Security for SD-WAN services

Information and data modeling standards including LSO Legato

Q@ Intent-based networRing for SD-WAN

N



Multi-Vendor SD-WANS using LSO Presto APIs

Subscriber Web Portal LSO .Intent
Business
.
O
LSO PRESTO
APls
SD-WAN
CONTROLLERS
vl CITRIX N infovista s riverbed  Asiverpeak NP VERSA  yelgcioud”
clsco HUAWEI nuagenetworks
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MEF — ONUG Collaboration Model
P2 AN

onNUG

ONUG Working Groups Collaboration Y EE
g s g, Working Group MEF Committees
SDWAN 2.0 Observability Security SARHEmEns

Orchestration &
Automation

Reference
Solutions

PETTT
. .
. .
i. _)
AT

AlOps for Hybrid
Multi-Cloud

MEF SD-WAN standards, API
specifications and PoCs
MEF

ONUG SD-WAN Requirements

MEF MEF MEF
70 88 71 82
SD-WAN Architecture SD-WAN APIs
Framework EF MEF 3.0 PoCs MEF 90 +
70.1 (102), (105), MEF 3.0

(112), (115),
(122)

Certification

MEF SD-
WAN White
Paper

SD-WAN Path

SD-WAN Reachability
Management Service

& Route Exchange

Definition

MEF Service Standards

MEF APIs

LSO Cantata
SDK

LSO Legato
SDK

S cp—

LSO Presto
SDK

S c—

Multi-Service Provider and
Multi-Vendor PoC Projects
and Showcases

o

ONUG & MEF
Events

MEF 70/70.1 = Attributes and Service Definition
MEF 88 = Application Security for SD-WAN Services
MEF 71 = Intent for SD-WAN

MEF 82 = MEF Service Model (MSM) SD-WAN

MEF 90 = Test Requirements

MEF 3.0 PoC (102) = Multi-Vendor SD-WAN

MEF 3.0 PoC (105) = SD-WAN over Satellite

MEF 3.0 PoC (112) = VDC over SD-WAN

MEF 3.0 PoC (115) = Application Flow Protection
MEF 3.0 PoC (122) = LSO Orchestrated SD-WAN

A\
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MEF 3.0 SD-WAN Services White [Paper — NEW!

« Intended for SD-WAN Service Providers and their
enterprise customers

« Introduces standardized (MEF 70), managed SD-WAN
services and their building blocks

« Describes use cases for managed SD-WAN services

« Highlights requirements of managed SD-WAN services in
different market verticals

« Overview of MEF's continuing SD-WAN work
— Service certification
— Professional certification
— LSO for SD-WAN
— Application Security for SD-WAN Services
— Intent for SD-WAN

Download from MEF.net
https://www.mef.net/mef-white-paper-request/

A

MEF

MEF White Paper

MEF 3.0 SD-WAN Services

November 2019

Vo


https://www.mef.net/mef-white-paper-request/
https://www.mef.net/mef-white-paper-request/

MEF SD-WAN Summary

SD-WAN Service Standard MEF 70
— Version 2 (MEF 70.1) started
Extension to the SD-WAN Project
— Application Security for SD-WAN
— Intent Based NetworRing for SD-WAN
— LSO APIs
MEF 3.0 SD-WAN Service & Technology Certification
— Pilot Certification in progress

— SD-WAN Certification Test Requirements
(WorRing Draft MEF 90)

MEF SD-WAN Professional Certification

— In a”Beta for MEF members and certified
professionals

— General availability in mid-December
MEF 3.0 SD-WAN White Paper (Nov 2019)

MEF 3.0 SD-WAN Frequently AskRed Questions on
MEF.net

Ny

L
More on \

/
/

/' MEF 3.0 SD-WAN \

A\

MEF
MEF 70
SD-WAN Service Attributes and Services
Juy209
V' 4 .‘ C_ \
[ MEF
ST Fom 37 2oy e o o ing (bl e Instructions on,
Working Draft
MEF 90 draft 0.4
SD-WAN Certification Test Requirements
a August 2019
» 2
FA\E30

fft represents MEF work in progress and is
subject to change.



https://www.mef.net/mef-white-paper-request/
https://www.mef.net/images/MEF-3-0-SD-WAN-FAQ.pdf
https://www.mef.net/mef-3-0-sd-wan
https://www.mef.net/mef-3-0-sd-wan
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